Security Resources you can use 
· Norton AntiVirus Response Center Web Page  http://securityresponse.symantec.com/
· Test the vulnerability of your computer:

· Gibson Research Corporation (http://www.grc.com)  look for Freeware at the top
· Windows updates for your computer http://update.microsoft.com 

Computer security vulnerability points

-
-

-

Cybercrimes are criminal acts conducted through the use of computers by cybercriminals

Hackers – 

-White hat hackers  

-Black hat
-Script kiddies

· To secure a wireless network, you should take the following additional precautions:

1. Change Your Network Name (SSID)
2. Disable SSID Broadcast
3. Change the Default Password on Your Router 

4. Turn on Security Protocols
5. Implement Media Access Control 

6. Apply Firmware Upgrades
Network Security Threats (examples)

·  Human errors and mistakes

· Malicious human activity

· Natural events and disasters: Hurricanes, floods, fire

Network Security

· Authentication

· Access privileges

· Physical protection measures

Fault Tolerance 

Backup (definition and types)

Definitions from activity:
1. Software that secretly gathers user information through the user’s Internet connection without his or her knowledge.

2. Software that offers some control over what e-mail messages will be accepted.

3. Software or hardware that restricts entry to a computer network. 

4. Continuing a session begun by a legitimate user that did not log out.

5. Mass internet advertising.

6. A person who gains illegal access to computer systems.

7. Allows authorized entry to a system – a type of network security.

8. These are “hackers for hire”.

9. A _____ __ ______ attack places high demands on server resources and can prevent legitimate users from gaining access to a computer system.

10. Only user selected files are backed up in this backup method.

11.  This letter is added to “http” in the URL to indicate a secure Internet protocol.

12. Backup method that copies all files that have been changed since the last full backup.

13. Programs designed to detect known viruses. 

14. A device that includes both surge protection and battery backup (acronym).

15. This is used to fix or improve a software product.

16. A program or part of a program that causes an unexpected event to occur. 

17. A public location where computers with wireless capability can gain access to the Internet. 

How to protect against viruses:

Biometric Identification Systems

Guidelines for good Passwords

Encryption – 

Plain or clear text   

Complete ASCII table http://www.neurophys.wisc.edu/comp/docs/ascii/
Using Exclusive OR, XOR, (
     00111000     Cleartext (The character 8)

(  01010001     Key
                          Encrypted text

