Protecting Yourself, Ethics
Objective 10 - Societal impact of information & IT
Social Networking sites – allow individuals to create personal profiles, exchange information and find others with similar interests
· Examples:

· Identify risks and how to avoid them

E-Commerce – 

Business-to-consumer (B2C)    Ex:  

Business-to-business (B2B)      Ex: 
Consumer-to-consumer (C2C)  Ex:
· Identify ways to protect yourself
Online Annoyances - Identify the risks and ways to protect yourself

· Spam: wastes space.  Use Spam filters, separate e-mail accounts, read privacy policies
· Spyware and Pop-ups from last class

· Cookies: files stored on your computer to enhance your web experience. Privacy risk. Turn off cookies for most sites and read privacy policies

· _______ Contain false information. Wastes space and may ask for money. Verify info independently!
· ________ E-mail impersonation that attempts to scam someone into revealing personal information

Evaluating Web Sites

· Who is the author of the article or Web site sponsor?

· What audience is the site geared toward?

· Is the site biased?

· Is the information current?

· Are links working?

Software License - the authorization to use software. Most software is licensed rather than sold, which means purchasers are never the actual owners of the software, although they may be able to use it without any time limit. The license states the conditions for using the software. 
· Software Piracy, Site License, Copyright,  Pilferage
· Business Software Alliance – mission is to promote conditions in which the information technology (IT) industry can thrive and contribute to the prosperity, security, and quality of life of all people. 
Green computing - 
· Energy STAR guidelines – ensure energy efficient PCs, monitors, and printers

·  Consider technology during and after its useful life

Ergonomics - 
· Carpal tunnel syndrome – most common type of repetitive stress injury
Workplace monitoring

· Why is it done?

· Is it legal?

· What are the potential consequences?

· What is monitored?

Common abuses by employees:

· Sending and receiving frivolous e-mail (can reduce efficiency as much as 50%)
· Non-business Internet browsing 

· Playing games on company time

Personal Information

· How can you protect yourself?

Identify Theft – 

How is it done?

Ways to protect yourself   (http://www.idtheftcenter.org)

· Check your credit reports once a year

· Don’t put your SSN or drivers license number on your checks

· Be suspicious of telephone solicitors

· Delete suspicious email requests

· Avoid being a phish

Name at least 2 of the 10 commandments of computer ethics. Especially ones that you have violated.
Boolean operators: Used to refine web searches
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Operator Example Results

AND Car AND Ford Only those documents that contain both the words Car AND Ford. Most
search engines assume that the word AND is used as a default

NoT Car NOT Ford Only those documents that contain the word Car but do NOT also contain the
word Ford. This is the most restrictive of all searches and will return the
smallest number of documents.

OR Car OR Ford All documents that contain either the word Car OR the word Ford OR both

Combinations.

Quotation Marks

Wildeard*

Wildcard%

(Car AND Ford)

NOT Gerald

“Lord of the Rings”

Psych

Goldsm%th

words. This resuls in the greatest number of documents.

Will give you allthe documents refeing to Cars and Fords, but no documents
relating fo the 38th U.S. president, Gerald Ford

Will eturn only those documents that contain the string of words “Lord of the
Rings” in that exact order. Without the quotation marks, you would get
documents containing any of those words

Stands in place of a series of leffers. Good for those searches when you are
searching for a ferm that can have several different endings, such as
psychology, psychiatry, efc., and you want to research all of them

Stands in place of a single letter. Good to use when there are different
spellings of the same waord, such as Goldsmith and Goldsmyth
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