CSCI 101

REVIEW for EXAM 3


Objectives covered include: all of 8 and 10; 2.1.12, 2.1.13
Study your completed Notes!

Networks and Networking

· Know the meaning of and how to use the following terms:

Network, transmit, receive, feedback, analog signals, digital signals, client, server

· Be able to give examples of the following:

Guided media, unguided media, network applications

· Describe the following (what it means, what it does, where it is used):

Modem, NIC, switch, router, protocol, PAN, LAN, MAN, WAN, Ethernet,  intranet, extranet

· What are the elements of a home network?  What are some reasons to build one?

· What is the relative speed of Internet access using traditional modems, cable modems, 3G networks, DSL, and fiber optic technologies? What is the medium for cable and DSL communications?
Computer Security

· Identify the major computer security points of vulnerability.

· Define the following terms: virus, denial of service, worm, firewall, antivirus software, UPS, tailgating, spam, update 

· Distinguish among the various types of hackers: white-hat, black-hat, script kiddies

· Give examples of network security threats.

· Give examples of network security measures/protections.

· Define the following terms: fault tolerance, backup (explain types)

· Give examples of ways to protect the following from unauthorized access, damage, or loss: data, software, identity

· What is encryption?  Decryption?  Perform an XOR encryption
Protecting Yourself and Others

· What is a social network?  Give an example. What are associated risks?
· List the major types of electronic commerce and give an example of each.

· Define the following terms: spam, spyware, pop-up, cookie, hoax, phishing, pharming
· How can you protect yourself?

· List some criteria you can use to evaluate the information you find on a web site.

· Define the following terms: software piracy, pilferage, copyright, site license

· What is the Business Software Alliance and what do they do?

· What is green computing? Give examples of “green” computing.

· What is ergonomics?  How is it relevant to computing? What is carpal tunnel syndrome?
· What is workplace monitoring and why is it done?  Is it legal?  What employee abuses might cause an employer to do monitoring?

· What is some personal information that is important to protect?

· What is identity theft?  What are some ways to protect against it?

· List some of the “ten commandments” of computer ethics.

Your Webpage
· Why should you decide on a structure for your web page? 

· What are the two basic desirable structures of web pages? (see provided notes) 

· What should you consider when selecting a background for your webpage? 

